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Research on protection technology for location privacy in VANET
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Abstract: Location-based services in VANET solved the problem of road safety, and provided the convenient services to
drivers and passengers. But it also brought new problems of privacy protection. The content of privacy protection was
analyzed, and put emphasis on two kinds of privacy protection technology based on pseudonyms and signature
respectively. Pseudonym-based schemes were classified as special-area based, silence-period, cryptographic mix-zones
and mix-zones communication proxy based schemes. Signature-based schemes were also divided into two classes:
group-signature and ring-signature. The evaluation methods for privacy protection level were surveyed, in which
anonymity set, entropy metric, mathematical analysis theory and formal analysis were discussed and compared.
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EATTH e FRI B A0 AL s STHER[25] 78 7 R H B
FIRES, XN R4 (5 ST B A4 35 i A — AN Bl
MLE RN B, RTINS B AR 500 A7 B BRI
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BREAGRY ITET, FERETHEL MM
TR, FIH—MEARIRE RN AR X 5,
PNITE SRR CRIENiUN
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WA T BEAEAE, BB — A
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FASRIGIE: AR, B84 R34 1 4,
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- IHEZE 44 772 Chaum Al HeystP2$2 H,
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VLR (verifier-local revocation)L il . {52 VLR AL
T RSO T B R IR G 2 A NIER, AR S
ZF, SECHIE I BAERURAS TR AT LA
i 2 BT RERE S IR BRI 2 %, 491207 RAPAE )G
i) R . Nakanishi A1 FunabikiB942 1 1 el i1
VLR #2544 77 R (1c N NF05S), 18 B 1] R
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RSU, RSU BHRFFAPITIRIHEIIR, BELELEVE
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R4 I BE AL CRAP B B uE AL, AT 36 40 FH AT e
XAl — A LBS W0 610 1M 5 25010 2o ily (4 Sybil B
7)), EIEEI A HEAARIP IR, I RERT (440
P R E & .

GSBBZR & R IR L BRI S I 25 20K,
13 OBU Al EAF M KB 4], 5T B
1M H A5 0 i) DA 2 R ER H AR OBU. 2811, He
OBU R b3 1) 2% P H0H 712 LR, 78 T KA
B IR0 S BB ) 22 il BB A VGIERT, i%07
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efficient conditional privacy preservation) P/}, 1%
W T HAB(huge anonymous keys based)f! GSB 1/}
W AR 2 AT b — AR ERER I RN, A 20t
b FEAS TG R #1132 . ECPP il R R KF P 77
B 44 B A AR /NE i, (RIS AE 22 43 JE I PRg DAGE
EEE I Y BN RN A B RA R ER L . IS
SPRINGP)(social-based privacy-preserving packet
forwarding) P SCHIE 78 4400 4 1R 75 A X 4 vh 43 2H 3
NI CE A B RSN, BRI ST & A0l
X RSU HY# ;s A RSU AJIAIE, &3]0 4H
IS5 ks FRA ECPP Pl B8 iR A8, fHfgn]
FErl Al fE— @2 A BN OBU [ HRER .
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EEEMEON, — A5 =T BBeh F 0o, W
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H T MR, VANET M 25 9 F 45 74
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P BhA AT R BIEAE EE R o PN JE RS BAH [F A
HEAZH, MR AR AR, T H., /NI
SRT DA DR 25 44 3 T RS 44 1k
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WL T REH MBS L, — TR L
GAETTE, A LIRS R Z AL, 31T
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T E2MITE, LA RE EEA AR
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W R PR 2 G — AR AR, &
WHFVHZ A R, AR AT IEAS - SCHR[27,28,30]
e, BBETERPEE TR TERLEM.
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FIFH R EWREFIRMEE 2, BENLZFRIT B
1 BAR IR SRR AL B RSN, 24 B F S
ZASRAMIBAT, A3 7 IS A B R
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AR LAEA A UL SRR RS T R ERE, Xt
HA AR T 7 . BARR, B REH
HEMM A, HAAE—ERAE. ATHEEAR
SETERSA RS N A0 I B SR DL R B AL fR
PERE 3 ANEE T, A UL A VAT A R
—MIEOLT, AR R PERE R T EAE A 4 N E
5 EAYE. ORHRME. ASATERERME RN,
W, AR TR SR T Sy, A A
ST E B NS N IES s REPER RN
RIJG S An i A7 B DA S A iR 54 B 1%
B, FRAAORY 7 EEAI BRI FIOCEE, SiBl HIR ST
oI AT R M 48 i AN mT A 2 Fhor =X
IRFIERER AR B 1), Xy A SR BT
JERLE USRS B T A S AT IO 5 e e
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Lo #2h X3 EAME TERBME g
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Hn% mix-zonel2”! N v v v / v rh fi& &
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BEML Nz J \ V V / y =] i i
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4 FRFARIFKFHIEERE

1 HPERR AL ORI BRI FH ) 4 4
EEE H A ERA R KT EE R, kT
VEHR R 535 1X 4 MR FRRTHE AR HoAR (1) B AL
TRIFBE ST (RN 1) B B T VR LERT AN FE bR 1) 5%
FERAZERT, EEHEREBT S AT E
LEGEE. ETHCMER. BT omMEE
A ENE L AR 4 28
41 ETXBERENEES

BE 44 45 O O A FLAE 1988 4Rt Ol #R M .
—MRARE A Bk 2 5 H 0 XV Y, [F) 2P AR 4
B A UE AT OBU %4 . JEXIRIE 4 468
K, RPABRFFEE M. LACERR29 A, FA4H
P FE 44 4R Sy ik Bl 5 e DL 4y Bkt H AR S 4
MRS, S| RREE RN, w(d)FERs B E
FRrEva e A4 WZERSECE , M v(A,)3 2 23 [ 7E R 53
i, B ERQ2). BBl — A HIRE B LS TIHE
KNI AR R AR3).

p, o) =iy = L2 e
E{S,[} =E{v(4,) | v(4,) =1}
BB p4
1-P{w(4)=0} 1-e**
EVHG e, A — R AR E A
PR, HEEAESIFERN, HEERBSEES
Kt St AR R 2%, HErR> SCEkR A
42 ETHBRREMESE
SCHR[ 18142 B T W %% mix-zone H 1A (1) J7 1%
HAR@)KERMERR, T, gy RREMHD s
HEN mix-zone M j EHFIFZMHMER, f()RRNFEHE
IFTE] ¢ W EH s B 7 %9588 mix-zone FIMER , p; KN4
TERFTE] t WEINE s 3EN HH j B FF mix-zone FIHE
Ko A — B ZIZE AN [F] H R 5 35 5] 3 A 1
WG, R TR S,
Py = 4,1, () “)

SCHR[271ME % mix-zone A N HH%E, FAU¥%5)
S ZERRTERTE] c AEN T s BEN L HIE BT
mix-zone W AFA 1, 5FAF 1A RBREIAL B S AL 2
AR p 0, G RN XA R
T 2 MAEZE: mix-zone W ESHE N FIZEAF 1R
RO A S5 4 A AR EE, JF HBEAE X 2 AN

G)

MR K FOBER p lE @), H,
G TV foi(2) BRI 36 53 A7 AR T BL e AR

H()==) p,Ib(p,) )

#:(5)™ mix-zone W EIHEH N~ KR
FRIE 4 8 b R R (S, FH IR(6)H IR R iX
MR HrR, PR | ORI R,
JEY R =10 W Hp)=0, WFRHERER %
AR TAEM B 44 8 2, %2008 5 WOB R . Hp)
ey KR Tl A T SE RS S I 1=
(6) R 11 80 16 A KR 01 A0 P2 2R 99 7 B R /K
FHRIEAE.
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43 ETHHBENRFIERSH

BETELSN, KA, i SHt
X ek R AR R T o AN TA) B N R 44 SR A IR
INRE T RAEREE, AR, RARY R .
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